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What is cyberspace and why is it so important?

US Government
Cyberspace Policy Review

“cyberspace .. underpins almost 
every facet of modern society and 
provides critical support for the U.S. 
economy, civil infrastructure, public 
safety and national security.”

C Y BE R S PAC E 
P O L I C Y  R E V I E W   

Assuring a Trusted and Resilient Information 
and Communications Infrastructure  



UK Government
Cyber Security Strategy 2011

“Cyberspace has now grown to become a 
domain where strategic advantage – 
industrial or military – can be won or lost.  

...

The growing use of cyberspace means 
that its disruption can affect nations’ 
ability to function effectively in a crisis.”

The UK Cyber Security Strategy  
Protecting and promoting the 
UK in a digital world 

November 2011  

SERIOUS cyber dependency problems



Security & Defence Agenda
Cyber-Security 2012 Report

Survey of 250 world leaders in 
35 countries:

➠ 74% believe that cyber defence is 
as important or more important than 
missile defence

➠ 84% see cyber-attacks as a threat 
to national and international 
security and to trade

➠ 57% believe a cyber arms race is  
taking place

Cyber-security: 
The vexed question 

of global rules

An independent report  
on cyber-preparedness  

around the world

With the support of

Global Perspectives on the Cyber Risk



“Damage or disruption to 
critical infrastructure is seen as 
the greatest single threat 
posed by cyber-attacks” 

“a national threat with 
 wide economic consequences.”

Cyber-security: 
The vexed question 

of global rules

An independent report  
on cyber-preparedness  

around the world

With the support of
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Figure 17: The Dark Side of Connectivity Constellation
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Box 3: Objectives of Cyber Attacks
Sabotage

Users may not realize when data has been maliciously,
surreptitiously modified and make decisions based on the
altered data. In the case of advanced military control systems,
effects could be catastrophic.
National critical infrastructures are increasingly connected to
the Internet, often using bandwidth leased from private
companies, outside of government protection and oversight.

Espionage
Sufficiently skilled hackers can steal vast quantities of
information remotely, including highly sensitive corporate,
political and military communications.

Subversion
The Internet can spread false information as easily as true. This
can be achieved by hacking websites or by simply designing
misinformation that spreads virally.
Denial-of-service attacks can prevent people from accessing
data, most commonly by using “botnets” to drown the target in
requests for data, which leaves no spare capacity to respond
to legitimate users.

Successful acts of sabotage require the greatest resources and
technical sophistication – so much so that most experts consider
them currently attainable only by highly organized and well-
resourced actors such as nation states. A recent example of cyber
sabotage is the Stuxnet virus, a malicious code that attacked a
specific piece of IT equipment – the Siemens controllers used in
nuclear facilities in Iran. Experts believe that the creation of Stuxnet
required a team of software developers and intimate knowledge of
the stringent security measures built into the target’s design and
operation.17

While evidence of the impacts of Stuxnet are questionable – it may
have delayed the Iranian nuclear programme’s development, which
is assumed to have been its goal – its broader significance lies in
suggesting what is possible. A virus like Stuxnet could conceivably
trigger a meltdown in a functioning nuclear power plant, turn off oil
and gas pipelines or change the chemical composition of tap water.

Cyber espionage also involves a relatively high level of technical
sophistication and is currently believed to be restricted to major
corporations, nation states and elite hackers. One example is
GhostNet, a cyber tool discovered in 2009 to have infected over a
thousand computers in ministries of foreign affairs, embassies,
international organizations, news media and non-governmental
organizations in 130 different countries. The virus could send
documents from infected hard drives back to its creator, record
keystrokes as users typed at the keyboard, and even covertly
activate the computer’s camera and microphone.

At the lowest end of the scale of technological sophistication is
subversion, which can severely damage reputations and undermine
trust. For example, in 2011 the US technology security firm HBGary
Federal – whose clients include the US Government and McAfee –
claimed to have information on the identities of a notorious group of
activist hackers, or “hacktivists”, known as Anonymous. In
response, Anonymous infiltrated HBGary’s servers, slandered them
on their own website, published 40,000 of the company’s private
emails, took down their phone system, took over their chief
executive officer’s Twitter account and posted his social security
number online.18  While this attack was motivated by revenge, the
motives for subversion can be as trivial as simple boredom.19

17 Rid, T. “Cyber War Will Not Take Place”. Journal of Strategic Studies, 2011, 1-28. http://www.
tandfonline.com/doi/pdf/10.1080/01402390.2011.608939http://www.tandfonline.com/doi/pdf/1
0.1080/01402390.2011.608939

18 Hactivism is a new way that the public can express discontent. 
As with traditional forms of demonstration, non-violent methods are preferred. 
This issue is explored further below.

19 “Cyber Security”. Financial Times. Special Report. 1 Nov 2011.
http://www.ft.com/intl/cms/3ea54958-041b-11e1-864e-00144feabdc0.pdf.

consequences of virtual world attacks can range from mundane petty
crime and mischief-making to shutting down critical systems, or even
potentially triggering physical armed warfare. Unlike traditional forms of
attack in the physical world, the motives and true goals of cyber
attacks – which can be carried out remotely and with near-
impenetrable anonymity – can be more difficult to analyse.

Source: World Economic Forum
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World Economic Forum
Global Risks 2012 Report

Most likely cause of global governance failure?  
Critical systems failure due to cyber attacks 



➠ Occurs when a single failure triggers 
cascading failures in the critical 
infrastructure and networks          
( ed: escalating the risks of nuclear 
mishap, mistake and war ) 

➠ Identified as “a key concern for 
world leaders from government, 
business and civil society.”

➠ “most likely be caused by cyber 
attacks”

➠ Cyber attacks rank 
4th out of 50 global risks

Global Risks 2012
Seventh Edition

An Initiative of the Risk Response Network

Insight Report

Critical systems failure



“If you want to hit a country 
severely you hit its power and 
water supplies. 

Cyber technology can do this 
without shooting a single 
bullet.”

Prof. Isaac Ben-Israel
Cyber Security advisor to 
Israel Prime Minister

Director of Defense R&D 
Directorate in Israel’s 
Ministry of Defense 
(1998-)

Cyber attacks to divert existential threats?



Case point:  Stuxnet computer Worm 
➠ Critical infrastructure is proven vulnerable

➠ Stuxnet:

• Spreads indiscriminately -  
NOW found in 155 countries

• Spies on and subverts industrial 
systems

• Can physically damage equipment 
e.g. Iran nuclear facility                 
(NB: different cyber attacks have 
destroyed room sized generators)

➠ Found in more than 100,000 
industrial plants worldwide - 
suggests a field test of a cyber 
weapon in different security cultures

Siemens Simatic PLC 



You cannot physically threaten or 
retaliate against a person or state you 
cannot identify or hold liable - enabling 
third parties to escalate confrontations!

The UK Cyber Security Strategy  
Protecting and promoting the 
UK in a digital world 

November 2011  

Another big problem: cyber attack attribution

“with the borderless and anonymous 
nature of the internet, precise 
attribution is often difficult             
and the distinction between 
adversaries is increasingly blurred.”

“ Some states regard cyberspace as 
providing a way to commit hostile acts 
‘deniably’. ”



U.S. Government Position
U.S. National Security Agency 

“There is no such thing 
  as secure any more.”

- Debora Plunkett (2011)
Director
Information Assurance Directorate (IAD)
U.S. National Security Agency

To summarise



Brian Snow

35 years in the USA NSA

• 12 years as Technical Director

• Many U.S. government and military 
systems deploy his algorithms; 

including nuclear command and 
control

Introducing Brian Snow



The stability of nations is at risk

“I am here to tell you 
your cyber systems continue to 
function and serve you 

NOT due to the EXPERTISE               
of your security staff, but 

solely due to the 
SUFFERANCE of your opponents.”

November 2011 
                                                                

Brian Snow



Fear of national strategic failure                      
fuels cyber arms race — approx. 140 countries 

➠ e.g. DARPA’s global-scale cyber offensive initiative “Plan X” will 
“support development of fundamental strategies and tactics needed 
to dominate the cyber battlespace.”

➠ An effective cyber offense capability requires exploitable vulnerabilities in 
all potential target systems;  it requires collective ICT weakness.



Debora Plunkett 

“We can't misplace our trust                      
in different components of the system       
that might have already been violated.

We have to assume that all components 
of our system are not safe, and 
make sure we are adjusting accordingly.” 

Our four key strategies for managing the risks

Strategy 1. 
Design ICT for human trust



“ We have to design and architect our 
systems with the assumption that 
adversaries, will on occasion, get in.” 

  

Our four key strategies for managing the risks

Debora Plunkett 

➠ management or technical personnel 
attacks; and

➠ covert malware in the hardware and software 
(introduced during manufacture or later)   

Strategy 2.  
Design ICT to be dependable during 
insider and outsider attacks, 
including: 



ICT systems are NOT designed to 
safety standards that match our level 
of dependence on them

Strategy 3.
Holistically converge Safety and 
Security capabilities into ICT
so modern global society can Trust 
and Depend on ICT



Brian Snow

Strategy 4.  Resolve architectural flaws in the
                    design of computers

“If you look for a one-word synopsis of 
computer design philosophy, 
it was and is: SHARING.  

In the security realm, the one word 
synopsis is SEPARATION: keeping the bad 
guys away from the good guys’ stuff!

So today, making a computer secure 
requires imposing a “separation paradigm” 
on top of an architecture built to share.  

That is tough!”



short
range

wireless

Roaming 
access
with smart card
secured ID's

Secure Realtime 
Quick-to-Market

Global-scale
Identity and Key 
Management

Universal Network Carrier 
(Janelda)

TruSIP 
Privacy and Safety 

Enhanced Computer

Cloud 
IdM and CKM 

Service

SR Revolution

Our globally inclusive cyber security ecosystem 
(where each part can stand alone) 



Our ecosystem will reduce fear

➠ Synaptic Labs ICT vision is guided by 
democratic principles of ‘Spirit of Laws’

• Treatise on political theory (1748)

• Advocated:

- separation of powers 

- a system of checks & balances

- preservation of civil liberties

• Goal:

- Enable citizens to have confidence/trust/
assurance in the integrity of the political 
system

➠ Designing these principles more strongly into ICT systems      
to enable stakeholders to have confidence and trust          
in specifications, products, services and managers



We distribute the burden of trust to reduce fear

➠ Each chain represents actions of a sovereign (or group of sovereigns) 
Honest action by one sovereign is sufficient to ensure security

➠ For each client transaction, distribute trust across sovereigns



ItalyCanada Japan

FranceMexico Korea Russian Federation

Russian Federation

This trust model can scale globally...



“We should also 
support and get involved in 
forward-leaning efforts, 

such as those proposed by 
Synaptic Laboratories within the 
ICT Gozo Malta Project.

They seek to holistically address the 
hard security problems!  

This must be taken on by others as well.”

We must change our toxic environment!

Brian Snow
Public Statement of Support
November 2011



Advisors and/or 
Expert Reviewers from... RTEMS

Brian Snow Tidorum



Contact:

Web: www.synaptic-labs.com
+356 9944 9390Phone:

Email: cto@pqs.io

Benjamin GITTINS
Chief Technical Officer
Synaptic Laboratories Limited

Chief Technical Officer
ICT Gozo Malta

www.ictgozomalta.eu

http://synaptic-labs.com
http://synaptic-labs.com
mailto:cto@pqs.io?subject=
mailto:cto@pqs.io?subject=
http://www.ictgoomalta.eu
http://www.ictgoomalta.eu

